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(54) IMAGE PROCESSOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To keep the security of a 
service to be provided without damaging operability on the 
side of an external device by automatically determining 
the validity of certification corresponding to the 
characteristics (environment or performance) of the 
external device to access an image processor for 
providing the image processing service. 
SOLUTION: Concerning this image processor, when a 
processing request from the external device is accepted 
(S11), information related to the issue source of that 
processing request is acquired (S13) and certification is 
performed based on the acquired information (S15). At 
such a time the validity of that certification is determined 
and corresponding to the acquired information, the length 
of validity to be determined is changed (S18). When that 
certification is valid, only within the validity, prescribed 
processing corresponding to the accepted processing request is executed (S20). 
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PARTIAL TRANSLATION: Paragraphs [0031] - 10032] and [FIG. 1] 

[0031] 

As exemplified in the drawings, when the WWW server 1 becomes 
in the operable state by throw-in of the power source, it is, from 
that point of time, in a state of waiting for an information providing 
request. Then, after the lapse of a predetermined period of time 
(for example, one second) in that state, at the WWW server 1, the 
CPU 4 determines whether there is the information providing request 
or not (step 11, hereinafter the step will be called "S") . Namely, 
the CPU 4 determines whether the request for providing the information 
has been received from the user terminal through the network interface 
3, or not. 
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[0032] 

Here, when there is no receipt of the request, then subsequently, 
the CPU 4 compares the time information at that time, which is notified 
from the system clock 8, with the "authentication validity term" of 
each entry (each line in the right side column of the table in Fig. 
4) of the authentication term data stored in the HDD 7, and determines 
whether there is the "authentication validity term" which has already 
elapsed the aforementioned time information. Then, when there is the 
"authentication validity term" which has already elapsed, the whole 
entry including the "authentication validity term" is deleted from 
the HDD 7 (S12) . Thereafter, the CPU 4 resumes the state of waiting 
for the information providing request, and repeats the above-mentioned 
steps (S11-S12) . 



[FIG. 1] 
START-UP 

511 . . . Has the request notice been received? 

512 . . . Deletion of the authentication information which has 

elapsed the authentication term 

513 , . , Acquiring the user and terminal information 

514 ... Is the authentication information, which corresponds to 

the user or the terminal, exists? 

515 . , . Performs authentication 
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51 6 . . . Has the authentication been successful? 

517 . . . Notifies the terminal of failure in authentication 

518 . . . Determines the authentication validity term from 

the terminal information 

519 . . . Updates the validity term data 

520 . . . Transmits the requested information to the terminal 

END 
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